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Af*D S YSTEM FOR KEEp nsre 

to r " 



Field OfTh.aTllVM.tjnn 

The present invention 
particular to a synchronization method 
between sending and receiving digital 
transmission media. 



relates to communication systems and in 
and mechanism to maintain synchronization 
lystems communicating over a lossy 



Backgroun d Of The T wyfnrt™, 

Packet-switched digital 
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15 



communication networks allow digital systems 



are 



20 



remain in synchronization. Otherwise, the 
operate erroneously. 



25 



to communicate with each other. In th< se communication networks, data to be 
transmitted from one digital system to i nother is loaded into frames. The frames 
then transmitted over the communicatic n network to the destination digital system as 
packets. Often it is advantageous to compress the data before the data is transmitted 
as this reduces the amount of data to be transmitted over the communication network. 
It is also often desired to scramble or eacrypt the dataprior to transmission. When 
compressing, scrambling or encrypting lata, it is necessary to ensure the transmitting 
digital system and receiving digital syst an 
data encoding and decoding method wil 

U.S. Patent No. 5,130,99} to Gutman et al discloses amethod for 
transmitting encoded data over unreliable networks wherein synchronization between 
the encoder and decoder is maintained When encoded data is received by one 
system, the data is checked for transmission errors after the data has been decoded If 
an error is detected, a reset signal is sent by the receiving system to the sending 
system to reset its encoder to a predeternLed state known to the receiving system 
The corrupted data can then be resent and decoded by the receiving system. In this 
manner, the synchronization of encoder snd decoder canbe maintained. 

to a predetermined state, there is a reduction 



When the encoder is reset 



30 



tnencoding efficiency since the encodi^ algorithm must releam its vocabulary In 
poor art systems, such as that disclosed b , Gutman, the predetermined state does not 
take advantage of encoding history betwe en the encoder and decoder resulting in 
reduced system performance. 



It is therefore an object 
synchronization method and mechanic m 
systems communicating over a lossy transmission 



method for transmitting encoded data 
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of the present invention to provide a novel 
for maintaining synchronism between digital 
media. 
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Summary Of The Iny Miflflp 

According to one aspecj of the present invention there is provided a 
between synchronized sending and receiving 
digital systems across a lossy transmission media, said sending and receiving digital 
systems maintaining encoder and decoder information records, said method 
comprising the steps of: 

encoding packet data to jbe transmitted by said sending digital system 

^T^^T^ " faf0ImatiOn KCOrd hM ^previously 

system; 

nformation record including the encoding 
data as well as the packet data; 
packet data to said receiving digital system as 



acknowledged by said receiving digital 
building a new encoder 
information used to encode said packet 
transmitting the encoded 



20 



25 
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apacketincludingaheaderhavm g a pad£e t number and a tag identifying the 
encoding information used to encode thu packet data; 

when the packet is received by said receiving digital system, 

examining the header to detern^e me exodmgmfonnation used to encode said 
packet data; 

decoder information record and undati™ th» a a ■ r 

■ f . P<latmg 016 decoder information in said decoder 

informaaon record with said packet data: 

to enable said sending digital system to u ,date said en C0 ^ ■ * 

nm , , . ^ r esmdMcodcrm fonnatton so that said 

new encoder information record is used t< , encode packet data; and 

rebuilds Wh "r PaCkrtiSl ° St ' C01 ^ g ^ dra00d -^^to 
rebmld the new encoder information with ,ut the lost packet data, 

lost the .^^^^H^^^^^^I-^w 

unacknowledged encoder history/state infhrm«* 

ory/state wfbiraahon record without the missing packet 



data. Encoding can continue using th 
history/state information records. Thus, 
possibly even when packets are lost r< ducing 
algorithm must releam. 



Brief Deacrfnfioa Of -p*? p^nn 
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An embodiment of the 
My with reference to the accompanying 

Figure 1 is a schematic 
communication system; 

Figures 2a and 2b are 
receiving digital systems forming part 
including synchronization mechanisms 

Figures 3a and 3b are 
records stored by the synchronization 

Figures 4 to 6 are flow 
synchronization mechanisms of Figure 
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P^ied pennon of The Prrt i wllsnho^msnt 



Turning now to Figure 1, 



current or previously acknowledged encoder 
encoding history is used to the extent 

the amount of vocabulary the encoding 



>resent invention will now be described more 

drawings in which: 
Jlock diagram of a packet-switched digital 

schematic block diagrams of sending and 
of the communication system of Figure 1 
in accordance with the present invention; 

ns of encoder history/state information 
njechanism of Figure 2a; 

illustrating the operation of the 
2a and 2b. 



a communication system is shown and is 



„ . — ajraicui is auown and i, 

generally indicated to by reference numfral 10 As csnhr** 

""""i-io. Ascanbeseen,commumcation 
system 10 mcludes a pair of digital svstiWi i ^ a 

, _ * *<"giuu systems .12 and 14 which communicate over a 

lossy transnussionmedia^inthe form 3 fan unreliable packet-switched digital 

25 ~T77*' ^^-"-^-nedi^systemtothe 
«b ^sending ^tal system 12 load, the da ta ^ toci 

are transmitted as packets over the lossy transmission media 16. 

As each data packet is receded, the receiving digital system 14 
compares the packet number assienedtnt ,- - , 8"* system 14 

a f*h„ . CTaSS,gn edt ° tlerac « ve <ipacketwiththepacketnumber 

Oftheexpectedpackettocasuroeachpacietisreceived Tfrt. u • 

v c« ct is received. If the packet is expected, the 
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ocu i. o r -Oimo^o 



10 



15 
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receiving digital system processes th packet using decoder information. During 
processing, packet information is use, 1 to update the decoder information 
corresponding to the encoder information. Once processed, the receiving digital 
system 14 sends an acknowledgment : Ack) packet to the sending digital system 12 
acknowledging processing of the packet thereby aUowing the sending digital system 
to update its encoderinformation. If L digital systen. axe involved in bi-directional 
data exchange, acknowledgment head as are used to encapsulate data frames in order 
to acknowledge receipt of packets. 

Stoc«a 1 ed at atoesa, ffl coded,iti S n« esSayt „ aOTrel ha. t he 
^sy^V^l^^^^ 0*« r wi S e.d.tawil,bed«od.d 
"™* T ° «» «•»»*•-. ta syr^tnzation, each of the digital 

include, a syncltronlzanon mechanic 18 to accordance with the present 
mvenhonfaeePUjures^andab). Th, synel^on mechanisms „ e^lisha 
protocol tha, allow, the dighal ayaems liwl M „ ^ ^ „ elch ^ 

mechanisms 18 will now be described. 

^^betterUIustratUesena^agiMaysiema Ascanbe 
Agtal systen, « fadudes an Lader 20 to encode d«a to be frans^ 

^^^^ msd^^^ 

the encoder 20 is recorded in memorv ?i -n.- i_ • . 

memory 22. The synchronization mechanism 1 8 
communicates with the encoder ?n 

«e encoder 20 and (he memory 22 as well as with the lossy 
transmission media 16. y 

seen the**, f^*^^'*"'***'**--!* Aacanbe 
seen th. dtgna, system M ^ ^ , 3,,,^^ *• 

^^bshowarc^o^,^ 

information recorded in memorv t„ . • , ury e 

mmemQry22. Intnscase, the encoder history/state 
mfonnanon includes three records, namdy record Rec M i ,T 

30 Rec. N+ l. Eachrecordincludesasumof or ! ^'^^ Nand -o* 
record an w , of processed information of the previous 

record and the packets acknowledged by t M receiving digital sy5t em 14 T 

acknowledgment of the packets for ft. • : ^ ^ 

«• Packets for the pre ^ OUs recor4 ^ ^ ^ 
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include the sum of processed inform; 
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ition of the previous record plus the next packet 
acknowledged by the receiving digital system. However, if desired, the receiving 

:o send acknowledgments after multiple packets 
►1 is encoder history/state information that has 
beenpreviously acknowledged by the deeoder24. Record Rec. Nis the current or 
most recent encoder history/state info nation that has been acknowledged by the 
decoded. RecordRec. N+l is encoder Ustory^ 
been acknowledged by the decoder 24 . 

When data is to be tranUtted by digital system 12, the 
synchronization mechanism 1 8 encapLates each encoded packet with a header 
including a number of tags. Specifically, each header includes an 

Encode.Hist.Tag.Usedtagidenti^jthehistory/state^ 
encoder 20 to tota^.*^^^ 

15 ****<*~*^ 

b^^teinformationprocessedbyd^ 

The synchronization mechanism 18 also generates synch control (Qj) 
andsynchresponsepackets. These packets are generated when the sending and 

s^chromzethem. The synch control pi cket includes a CtlPkt Tag tag assigning a 
corre« 

identifying the last known acknowledeec sU,, u- ul ~ § § 

A - .„ , Wledge< state at which the sending and receiving 

digital systems 12 and 14 were synchron zed. The mm u g 
• . t 'jwionzea. fhe synch response packet also 

^^^^^^^^^^ 

may be matched up w>th its corresponding synch control packet. 

desc HW • fc ^ 0150,1110,1 ° ffhe SyacllODi ^ mechanisms 18 will nowbe 
de S cnbedw,thparticularreferen C etoFig Ir es4tofi * , 

be assumed that only digital system 12 ^ ffeS4t ° 6 - fathl8partI ^ sample, it will 

♦ u • transmitting data packets. Accordingly in 

response to each received and processed r ~ii ♦ * • °">"W. m 

processed p acket, the receiving digital system 14 
returns an acknowledgment packet 
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WI " a Smita * 4l 12 imtiatcs data tmatata,, a,= 

P^the^d^^ ^^^^^ *" 

™epa*«isada W ^„ nme ^^ 
^^^^^^^^^ 

expected packet (block 108). 

queue. Sequential packets in the queue ire processed bv , 
112} innnw*. « processed by the digital system 14 (block 

112). In order toprocess each packet, tie decoder 24 uses the 
Bncode JKstT^Used tag ofthe packet header to determine the history/state 
25 2^^^"^^^*--^ 

aclmnwi^ , P 1116 decoder generates an 

snould up date the encoder history/state information 
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used to encode packets. FoUowing, lis . tt e receiving digi Wsystm ,4 awaits receipt 

of the next packet (block 1 04). 

If the packetnumber if the data packet is not the packet number „ f ^ 
expected packet but is with* a defined range of the expected packet number 
agndying the packet ha. been receiv„d out of sequence (block 120), thepacke. is 

^^^^cesseaatMockJU^ttepacketfaeris^ppec^ookliq 

^^P^^^Oi-thedatapacteisoutsideofthepreceflned 
»P of the expected packet number, he packet is discarded <blockl02) and the 

recetvmgdigiulsvstaU^recJiptof ft. next p^ket (block 104, 
ftlock , » * ff '"^ Mka *" KCP " S ^ " *" ^ StoP!>ed * b, °* 1 >« 

unsvn.^st^andintorn.ingdr, sending digita, system >2 o^ent 
decoderhtstory/state Worrnaooa 1*™^^ I8l , M 

HIT , ,T * <»* ^chronizauon 

&>m the sending digital system 12 (block 13S). Vpacket 

mechanism also conditions the deeoiW-u. ""mon 
-tn^ngpacketisdefcet! ^ ~^^*™toe 
packetsh^ebeenprocesseo! °»-~«.o where in the oueue 



20 



^"""4 "XUCi U 

138). The synchronization mechanism 1!t 
in response to the variable set at block 13;) 



30 



then generates the acknowledgment packet 
1 (block 145) and the receiving digital 



^awaitsthenextpacket^k 

the count of the synch co„L Z, "°* <""* »* 

^exeeed.a^ o rZrZ , :T^~ todeteni " Cif,teM - 

©onanism 1 8 transmits another synch 



-8. 



fystem 12 and increments the synch control 



control packet to the sending digital , 
transmit counter. 

At block 140, if the cU of me syncl Mntrol traijm . t ^ 

5 systems is reset (block 142). s^s-ai 

When the sending digital system 12 receives a packet from the 
rcee.vtng dig*al system 14, the synci^on meckam5m I8 AKksth5pttfcet(o 

r^eetckT' 5 ™?* ' 00) ' 

102). Ifmepacker^^c^w,,,,, synchronic mechanism ISchecksth. 
.0 P^.de^mmeifi,^^^,,^^ ^ ^ 

^^'^--^^^gm^systemMeither 
^owl^entpaccets signityingpU receipt of transmit pack* or synch 
con*, pack* s,^ « ^ beween ^ 

digital systems 12 and 14. receiving 

, ffa ' iM ^" Kfc « i! »actaowW S mentpacket(blockl46) the 
^^^hi^Mforr^^^,^ Z«^Z 

154). "^^tofarecetvedsynoh control packet (block 

- synch^ep^ JE^rf^—"-*"* " 

acknowledgmentp^^^ . ™ Ktausm 18th «««n=«es m 
Packet acW,^ „ ^ ^ ^ 
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up to the set variable (block 145). A; this point, the sending and receiving digital 
systems 12 and 14 are considered to be resynchronized and the process continues. 

As will be appreciated in this embodiment, when the history/state 
mfonnaaon in the memories is being updated, multiple records of the history/state 
5 mformanon are maintained. Alternately, deltas reflecting changes to the 
history/state information records can ,e stored to reduce memory usage. 

For example if packet : K+i is i ost ^ its is ^ ^ 

-coderMstory/stateinformahonr.cordRec.N.I.a^ 
thesyr.hronizationmechanismlgto iie sending digital system 12 acknowledging 
10 the last processed packet M. When th, synchronization mecham sm 18 of the digital 

reccrdRec.N+1 and the packet M + l information, and to rebuild record Rec.N + l by 

M + j. Once all of the packets M + 2 to M + j are acknowledged by the 

synchronization mechanism record lie* \r-M 

anism, record Re„. K+l becomes record Rec. N and the encoder 

can use this record to encode packets. 

As will be appreciated, when the sending and receiving digital systems 

^^^"ceivingd^^ 

whenp^etloss^etectedandr^ssion^^^i, ^ "* 

23 ^^y^Svewhentr^ttaLaoketi™!^ 
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digital systems, the m&U*^.,^™™'^**"" 
dances to «^^t^- ta «^i-« 



i^tory/state information to the last Vn"™ ^ <BBOder 
efficiency. ""l increases encoding 
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Although the receiving digital system is described as sending 
acknowledgment packets to the sendL digital system m r^or*e to received 
packets, those of skill in the art win a ppreciate that bi-directional communication 
between the digital systems can occ, . In this instance, packet acknowledgment 
headers are used to encapsulate dataWs to be transmitted by the receiving digital 
system to acknowledge receipt of the jackets. 

appended claims. 7 
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We Claim: 
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1 • A method for transmit ing encoded data between synchronized sending 

and receiving digital systems across a lossy transmission media, said sending and 

recemng digital systems maintaining encoder and decoder information records, said 

method comprising the steps of: 

encoding packet data ti be transmitted by said sending digital system 
usmgencodingin^^ 

acknowledgedbysaidreceivingdigitalsystem; 

building a new encoder information record including the encoding 
information used to encode said packe : data as well as the packet data; 

apacketmcludmgaheade^ 

encoding information used to encode flL packet data; 

when thepacket is received by said receiving digital system, 
examm^meheadertodete^^ 
packet data; 

deed deC0 ^ gftePMk " U ^^^ 

decodermfoniiatonrecordandupdatin^thedern^,,,^ ^ • 

pQaon J me decoder information in said decoder 

information record with said packet datu; 
«*~^^ 

to enable said sending diei'tui avo »»™ » sysxem 
n~ , • T dmgdlgltaIsysteinto "Pdate said encoder information so that said 

newencodermformadonrecordisused,oencodepacketdata;and 

rebuilt, Whm * eP " ketiSl °^T dition ^^-oder^^^ 
rebuild the new encoder information witLt the lost packet dat, 



2 - The method of claim 1 

when a packet is received out of sequ, 



wherein 



ence 



30 



elapses without said missing packet being 



3 - Thememodofolaim2 
stored in a queue and wherein a packet 



said conditioning step is performed 
and a predetermined amount of time 
received. 



wherein 



Oner 



packets received out of sequence are 
is initiated to count said predetermined 



" I I "J J lis 



amount of time when a packet is 
stopped when said missing packet is 



rec< lived 



out of sequence, said packet timer being 
reoeived. 



4 - The method of claim 

of sending a synch control packet to 
packet including a tag identifying the 
system using said synch control packet 



record. 
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s - The method of claim 4 

the steps of initiating a synchronization 
stopping said timer when an 
system in response to said synch 
packet and reinitiating the 
and an acknowledgment has not been r 



l acknowle igmi 



i control 



! synchroniza ion 



the steps of incrementing a counter eadl 
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wherein said conditioning step includes the step 
2|aid sending digital system, said synch control 
last processed packet, said sending digital 
to rebuild said new encoder information 



wherein said conditioning step further includes 
timer when said synch control packet is sent; 

ent is received from said sendingdigital 
packet; and resending the synch control 
timer if said synchronization timer expires 
ceived. 



The method of claim 5 wherein said conditioning-step further 



includes 



time a synch control packet is sent; 



^ method of claim 1 
30 acknowledgment header encapsulating < 



system, said acknowledgment header ic 
receiving digital system. 



said 



wherein 
dai a packets 
den ifying 



during said acknowledging step, an 
is returned to said sending digital 
the last packet processed by said 



9 - The method of claim 

decoding said packets, examining said 
discarding corrupted packets. 



I further comprising the steps 0 £ prior to 
packets to detect corrupted packets and 



1 0. The method of claim 

redundancy check is perfonned on said 



ll - The method of claim 

1 0 received packets having packet 
numbers of the expected packets 



1} 



numbfirs 
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wherein during said examining step a cyclic 
packets. 



further comprising the step of discarding 
outside of a define range of the packet 
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A method for transm* ting encoded data between synchronized sending 

method comprising the steps of: 

encoding packet data t > be transmitted by said sending digital system 
usmgencodinginformationinan encoder information record that has been previously 
acknowledged by said receiving digit, J system; 

building a new encode, information record including the encoding 
mformauon used to encode said packet data as well as the encoded packet data; 

i ^^ 8fee ^ ded P^etdatatosaidreceivmgdigita ls ystemas 
apacketmdudmgaheaderhavingap.ket number and a tag identifying the 
encoding information used to encode tie packet data; 

when the packet is receLd by said receiving digital system, 
examining the header to ^^ Tc „ Q ^ oMm 
packet data; 

lntoimaUon record using said packet; 

to . M •„ actaowI ^ 8pro H^ 

■° «nabfe said sending diritals „ s ^sysiem 

new*,,^ •«■ MSyStem,01 " ,da,cs "" i ^<>tei»fem>aa MS „ that 33 ili 
new encoder nrfonnafcon rccort * ^ ,„ ^ ^ ^ ^ 

reburfd *e new encode, informal Mt 10ut ^ ^ 
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